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To the Honorable Board of Selectmen
Town of Tewksbury, Massachusetts

In planning and performing our audit of the financial statements of the Town of Tewksbury, Massachusetts as of
and for the year ended June 30, 2019, in accordance with auditing standards generally accepted in the United
States of America, we considered the Town of Tewksbury, Massachusetts’ internal control over financial reporting
(internal control) as a basis for designing our auditing procedures for the purpose of expressing our opinions on
the financial statements, but not for the purpose of expressing an opinion on the effectiveness of the Town’s
internal control. Accordingly, we do not express an opinion on the effectiveness of the Town'’s internal control.

However, during our audit we became aware of several matters that represent opportunities for strengthening
internal controls and operating efficiency. The memorandum that accompanies this letter summarizes our
comments and suggestions concerning those matters.

We will review the status of these comments during our next audit engagement. We have already discussed
these comments and suggestions with various Town personnel, and will be pleased to discuss them in further
detail at your convenience, to perform any additional study of these matters, or to assist you in implementing the
recommendations.

This communication is intended solely for the information and use of management of the Town of Tewksbury,
Massachusetts, and is not intended to be and should not be used by anyone other than these specified parties.

Tona 1 Al LLg

September 18, 2019
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Develop Written Disaster Recovery Procedures



Develop Written Disaster Recovery Policies

Comment

Over the past few years, Town and School management have begun the process of creating a written disaster
recovery plan. We encourage this process to continue. The time to make contingency plans is before disaster
strikes, so that all personnel will be aware of their responsibilities in the event of an emergency situation that
precludes the use of the existing facilities.

A disaster recovery plan should include, but not be limited to, the following matters:

1. Location of, and access to, off-site storage.

2. Alisting of all data files that would have to be obtained from the off-site storage location.

3. ldentification of a backup location (name and telephone number) with similar or compatible equipment for
emergency processing. (Management should make arrangements for such backup with another
organization, a computer vendor, or a service center. The agreement should be in writing.)

4. Responsibilities of various personnel in an emergency.

5. Priority of critical applications and reporting requirements during the emergency period.

We noted that management has upgraded the MUNIS, Student Data Management, and general data applications,
including the associated hardware and that backup procedures are being redesigned to assure offsite backup of

data.

In addition to the improvements noted above, we continue to recommend that all Town disaster recovery
procedures be documented. We also recommend that Items 3, 4 and 5 be addressed in the document.

Status — Partially Resolved. The Town has begun to develop a written Disaster Recovery Plan.



